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Executive Summary

Encryption technol ogy encodes conputer files so that
only soneone with special know edge, such as a uni que
secret "key," can read them The w despread use of strong
encryption technology is essential to protect consuners and
busi nesses agai nst spies, fraud, and theft over the conput-
er networks used in electronic commerce.

The federal governnment has just announced a new policy
that will maintain restrictions on the export of encryption
stronger than 56 bits. Stronger encryption technol ogy nmay
be exported only to subsidiaries of U S. conpanies in nost
countries, or to certain economc sectors in 42 countries
(i nsurance, health, banking, or online nerchants), or if
the exporter builds in a key-recovery infrastructure that
will enable | aw enforcenent officers to access the secret
keys.

Sonme | aw enforcenent interests support |egislation
that would force U S. citizens and residents to give the
governnment access to their keys. (Governnent-prescribed key
recovery and export controls are a grave danger to the pri-
vacy of law abiding citizens and businesses, not only in
the United States but around the world. And the devel op-
ment of the key-recovery infrastructure mght well be tech-
nically inpossible and would be prohibitely expensive.

Export controls and governnent-prescribed key recovery
will not keep strong encryption out of the hands of crim-
nals and terrorists, because the technology is readily
avail abl e worl dw de wi thout key-recovery features. Law
enforcenent interests should explore other options for
dealing wth strong encryption. Recent calls for "bal ance”
make enticing sound bites (who would be opposed to "bal-
ance?") but conprom se the freedomto innovate and sacri-
fice vital civil liberties.

Solveig Singleton is director of information studies at the
Cato Institute.
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Crypt ography has been used for centuries to secure
private comruni cations using codes and ci phers.* Julius
Caesar used a cipher in which every letter was replaced by
the letter that occurred three letters later in the al pha-
bet, so "ATTACK AT DAWN' becane "DWADFJ DW GDZQ "2 Today,
encryption software or hardware can mx up the bits of
data sent over conputer networks, so that only those with
the private key to the cipher can break it.

Under st andi ng the debate about whether to regul ate
encryption has becone vital to discussions of international
trade, domestic econom c policy, conputer network security,
privacy, and the future of the limts on governnment power
set by the U S. Constitution.

Thi s paper exam nes the two faces of the current reg-
ul atory regi ne export controls and governnent-approved "key
escrow' requirenents. It concludes that the existing reg-
ulations that persist in spite of recent reforns are
untenable. The cost of the regulatory regine is trenen-
dous, the benefits specul ative at best.

Pressure to regulate the use of strong encryption
cones from|aw enforcenent interests.® Strong encryption
may be unbreakable by |aw enforcenent within a reasonabl e
period of tinme (though sone experts suspect that the gov-
ernment has understated its ability to crack those codes).*
Strong encryption thus can nmake wiretaps | ess useful.

What alnost all |aw enforcenent interests want is
"key escrow' or "key-recovery" nmandates. Under this sys-
tem people who use encryption nust file their secret keys
with the governnment or another third party, or include
decodi ng information along with the nessage, so that the
police can decode their nessages w thout their know edge.
Wit Diffie and Susan Landau conpare key escrow to "the
little keyhole in the back of the conbination |ocks used
on the lockers of school children. The children open the
| ocks with the conbinations . . . but the teachers can
al ways | ook in the |ocker using the key."s Law enforcenent
interests want access not only to stored nessages but to
comuni cations as they actually occur (called "real tine"
access).

Law enforcenent interests argue that unbreakabl e
encryption shifts the "bal ance" of |aw enforcenent and
privacy interests established by the Fourth Amendnent
toward individual privacy. Federal Bureau of Investi-
gation director Louis Freeh testified that "the unchecked
proliferation of non-key-recovery encryption will drasti-
cally change the bal ance of the Fourth Amendnent in a way
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whi ch woul d shock its original proponents."® Attorney
General Janet Reno has said that encryption with special
access for |aw enforcenent would "make sure that the tech-
nol ogy, as used, conplies with the Constitution."’

But the idea that unbreakable encryption is beyond
t he conprehension of the franmers and does not "conply with
the Constitution” is wong. Cryptography was well known
to participants in the Anmerican Revol ution, including Janes
Madi son, John Adans, Ben Franklin,® George Washi ngton, John
Jay,® Janmes Lovel |, and Benedict Arnold, who designed the
code he used to betray his country. History denonstrates
t hat nodern conputer technology is not the only way to
create a virtually unbreakabl e encryption system? Thonas
Jefferson created a ci pher strong enough to be used by the
U.S. Navy until 1967.** The Vignere cipher was consi dered
unbreakable at the tine of the Anerican Revolution.®® But
the Constitution as witten does not restrict private cit-
i zens' use of encryption.

Throughout history, the science of cryptography
repeatedly advanced beyond the ability of cryptanalysts to
crack the codes. Wile, |law enforcenment officers have
al ways had the right to try to deci pher encrypted nes-
sages, they have never had a practical or constitutional
guarantee of success. The governnent's right to search
one's house does not entail "a power to forbid people to
hi de things."*

Wth that historical backdrop in mnd, this paper
outlines the debate over encryption policy to show where
encryption policy has been and where it is going. The
paper addresses the foll ow ng issues:

* how encryption technol ogy worKks;

« why we need very strong encryption;

« why we need privacy agai nst powerful governnents,
as well as private-sector hackers;

* the history of encryption regulations, fromthe
Clipper Chip to recent liberalization proposals;

* the inpact and efficacy of remaining export con-
trols;

 governnent-prescri bed key-recovery infrastructure;
and

e current |egislative proposals.
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The concl usi on assesses the probable outconme of any
further attenpt to ensure that everyone participates in a
gover nnent - prescri bed key-recovery system For years |aw
enforcenment interests have pushed for a system of interna-
tional and donestic controls, under which users of strong
encryption within the United States nust guarantee that
t he governnent can access their secret keys. Two forces
are opposed--the power of technology driven by narket
demand and the power of governnent, backed by sheer force.
In the end, technology will wn, bringing a new age of
prosperity as well as new dangers.

This paper leaves a critical issue for another day--
how the First Amendnent, which protects our rights to com
muni cate with one another as we choose, or the Fourth
Amendnent, limts the governnent's power to regul ate
encryption.

One prelimnary issue remains: Can one fairly repre-
sent |aw enforcenent's interests in this debate w thout
access to classified informati on? Yes. Thirteen of 16
Nati onal Research Council commttee nmenmbers revi ewed cl as-
sified information pertinent to the debate. They concl ud-
ed that "the debate over national cryptography policy can
be carried out in a reasonable manner on an unclassified
basis."* That is fortunate because arguing wth people
who cannot share what they insist is vital information on
the topic is pointless.

An Overvi ew of Encryption Technol oqgy

Encryption software or hardware uses a mathematica
algorithmto scranble bits of data sent or stored on com
puter networks. The key to the cipher is a string of num
bers or other characters. The stronger the algorithm and
the longer the string, the harder it is to break

The length of a key is neasured in "bits," the nunber
of digits in the key. For nost encryption techniques in
w despread use today, the bit length of the key can be
used as an approximation of the strength of an encryption
program Longer bit |ength does not guarantee greater
security; a poorly designed security program could be
i nvaded wi thout the invader's nmaking a "brute force"
attack on the key (a "brute force" attack consists of try-
ing all the possible keys before finding the one that
fits). But longer bit length usually means stronger
encryption.?®®
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Caesar's cipher used the sinplest form of encryption,
known as "secret key" or "symetric" encryption. To deci-
pher the nessage, the recipient nust know the same formula
the sender used to scranble the nessage to begin wth--
that is, the encrypting fornmula and the secret key are
identical. But the sender m ght have no secure way to
comuni cate the secret key to the recipient of the nes-
sage. And the recipient mght reveal the key to soneone
el se, or use the key to forge a docunent in the sender's
nane.

The devel opnment of "public key" encryption from 1974-
1975 sol ved those problens. There are two keys, a public
key and a private key; the relationship between the two
keys is determned by a nearly insoluble nmathenmati cal
problem? The public key is available to anyone who wants
it and may be printed in a directory or posted on the
Internet. The private key is known only to the individua
user. Anyone who wants to send a nessage to that user
encrypts the nessage with the user's public key. Only the
user's private key can decrypt the nessage.

Publ ic key cryptography provides a way for the recip-
ient of a nessage to identify the sender, a "digital sig-
nature." The sender encrypts part of the nessage, the sig-
nature, with his or her private key. The recipient
decrypts this part with the sender's public key, confirm
ing the sender's identity. D gital signatures will be
inportant to the successful growth of Internet conmerce,;
for exanple, banks will want to be certain that they are
actually communicating with their custoners, and the cus-
tomers will want to be certain that they are comrunicating
with their banks.?®

When both the recipient and the sender are using pub-
lic key technol ogy, encryption can provide privacy and
identity authentication. The sender signs a nessage with
his private key and enciphers the nessage with the recipi-
ent's public key. The recipient deciphers the nessage
with her private key and checks the sender's signature
with his public key.

Per haps the best-known public key software avail abl e
is Pretty Good Privacy, which offers the equival ent of
128-bit security. PGP was created by Phil Zi mermann in
1991 to protect the privacy of e-mail. Shortly after its
rel ease, a researcher in CGermany received a copy through
an anonynous renmailer and posted PGP on the Internet.?®
Today, there are nore than 3.5 mllion users of PGP around
the world.®*® The nost recent version, PGP 5.5, has been
posted anonynously on the Internet by "unknown Cypher-
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punks."? Believing that the spread of PGP violated U S.
law, the U S. Custons Service initiated a three-year

i nvestigation of Zi nrermann, which finally ended w thout
indictnment in January 1996.

Publ ic key cryptography anounts to a revolution in
security because it enables conputer users to secure and
aut henticate their communications wthout revealing their
own secret keys. The general cryptographic system can be
exposed to public scrutiny, allow ng weaknesses to be fer-
reted out, as long as the key remains secret.? Attenpts
to regulate encryption technol ogy that undercut that funda-
ment al advance are likely to be unpopular with users.

Wy the Market WII Not Trust 56 Bits

Al t hough encryption is not sufficient to secure infor-
mati on on conputer systens, it is still necessary.
Encryption will be necessary to ensure the privacy and
integrity of private letters, phone calls, nedical records,
attorney-client conmunications, tax forns transmtted el ec-
tronically, anonynous digital cash, bank transactions,?
trade secrets, intellectual property,2? and databases wth
sensitive information such as credit records. It is also
necessary to protect information infrastructure such as
el ectric power grids and airline navigation systens, which
m ght be a target of information warfare or terrorism
But how strong must encryption be to be trusted with our
credit card nunbers, nedical records, or nessages generated
by the next Paul Revere? |s 56 bits--strong enough now
and for the future?

Keys of 40 bits were w dely used because stronger
keys could not be legally exported, but nmany successful
"hacks" showed that a 40-bit key is clearly not strong

enough now and certainly will not be strong enough in the
future.?® The adm nistration recognizing this, has aban-
doned its plan to allow export under general |icense of

40-bit encryption only as of January 1, 1999.2

The adm ni stration's new proposal, announced Septenber
16, 1998, would continue to allow export of 56-bit encryp-
tion without a license after a one-tine technical review
Many conpani es use a 56-bit encryption algorithm known as
Data Encryption Standard (DES), devel oped by International
Busi ness Machines (IBM and the National Security Agency
(NSA) in the 1970s.? One early analysis predicted that by
1996, an agency or conpany willing to invest $300,000 in
of f-the-shelf technology could crack DES in a nere 19
days.? This theory has since becone a hard reality. 1In
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July 1998, cryptographers John G Il nore and Paul Kocher
broke the 56-bit DES code in 56 hours using a single PCto
control an array of chips; the entire assenbly cost

$250, 000.2° But DES can al so be broken for little or no
cost, as denonstrated by Rocke Verser, whose vol unteer
network of 14,000 conputer users |inked over the Internet
broke the DES code in June 1997.% RSA Labs' RC5 56-bit
key was al so broken in October 1997 by a network of 4,000
teans using conputing power equivalent to nore than 26, 000
Pentium 200s.

G ven the wi despread publicity of this feat, even if
56 bits would stop nobst casual hackers nost of the tine,
the market has lost its trust in thls level of technol ogy;
it cannot provide a foundation for the trusted infrastruc-
ture of electronic commerce.** The industry standard is
now triple DES, which uses DES 3 tinmes with three differ-
ent keys.®

Bit Iengths nust continue to grow |onger. The prob-
lemis More' s law, which states that the power of a
m croprocessor doubl es approxinmately every 18 nonths, while
costs stay the sane.®* Advances in mathematics can al so
make exi sting encryption obsolete,® and breaki ng keys has
becone a "sport" anobng young cryptographers.?3

Encryption used today nust be very strong indeed if
it is toremin effective.® Wit Dffie and six other
cryptographers report that to protect information adequate-
ly for the next 20 years, keys should be at least 90 bits
| ong. For today, they recommend keys of 75 bits (which as
of January 1996 woul d take 6 years and 70 days to crack).?®®
The nessage reveal ed when G I nore and Kocher cracked the
DES code was "It's time for those 128-, 192-, and 256-bit
keys. "®®

Encryption and the Future of Human Ri ghts

The above section illustrates why we need encryption
to guard against nmalicious 12-year-olds or glowering fanat-
ics with bonbs in their |uggage.* Perhaps the nost danger-
ous potential invaders are governnments, however. In many
countries today and, historically, in every country includ-
ing the United States, many citizens fear and feared their
own governnments. Encryption is a powerful weapon agai nst
oppressi on worl dw de.

More than 7,500 human rights groups worl dw de conbat
torture, nysterious disappearances, and government mas-
sacres by dissem nating information such as reports of
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W t nesses of governnent brutality. Email is a powerfu
tool. In 1988 the nurder of Chico Mendes in Brazil was
reported globally over the Internet even before it was
publ i shed in newspapers. Flooded by telegrans and faxes,
the Brazilian governnent arrested and convicted the
killers.# 1n 1993 three | eaders of the Russian Labor
Party opposed the Russian governnment's attack on a Mscow
television station. They were arrested and deprived of
basi ¢ procedural rights. Mnutes after the situation was
reported over the G asnet Network, the police were inun-
dated with tel ephone calls from around the world, and the
three were freed within hours.*

Such activity has brought human rights groups into
grave danger from the governnents whose activities they
report, and many groups operate in the face of constant
surveillance. Mre than 70 countries worldw de use w de-
spread, uncontrolled, or illegal wretaps.® Oten, the
taps target journalists, political opponents, and human
rights workers; in 1991, for exanple, wretaps and hi dden
m crophones were found at the Mexican Human Rights
Commi ssi on

Patrick Ball of the American Association for the
Advancenent of Science reports that

every year, many human rights workers are
captured, tortured and killed . . . so that
their captors can obtain information from them
Quite often the captors are governnent agents.
Computers are also vulnerable to capture.*

Human rights groups nust use strong encryption to defeat
surveillance, protecting the content and authenticity of

el ectroni c nessages. |In CGuatenmal a, a database hol ding the
names of witesses to mlitary slaughters is encrypted, as
is a South African database keeping the nanes of appli-
cants for amesty for apartheid-related crines.* Hunman
rights workers used encryption to keep Argentinian intelli-
gence forces fromreading confidential nmessages passing
bet ween Spain and Argentina during the trial of Argen-
tinian mlitary in Spain for "disappearing"” Spanish citi-
zens.

Phil Zimermann's stated notive in inventing PGP was
to ensure that citizens had a neans to escape hei ghtened
survei |l l ance by abusive governnents.* His distributed PGP

as freeware, saying, "I wanted cryptography to be made
available to the American public before it becane illegal
to use it. | gave it away for free so that it would

achieve wde dispersal, to inoculate the body politic."*
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Today, PGP is used by human rights groups worl dw de,
i ncluding Ammesty International and other w tnesses report-
ing human rights violations in Ethiopia, the Bal kans,
Burma, * Guatemal a, and Tibet. On the day Boris Yeltsin
shell ed the Russian Parlianent, Phil Zi nmmernmann received an
emai | from sonmeone in Latvia, saying, "Phil | wish you to
know. let it never be, but if dictatorship takes over
Russia your PGP is w despread fromBaltic to Far East now
and will help denocratic people if necessary. Thanks."®

Law enforcenent argues that encryption gives the pri-
vate citizen too much privacy fromthe police. Histor-
ically, however, humanity has never been as vulnerable to
el ectronic surveillance as it is today. Virtually
absol ute privacy has always been a possibility since the
begi nning of history. Two or nore people could enjoy a
conpletely private conversation by going to the mddl e of
a plowed field, where they could be certain that no one
coul d overhear them?® WAx seals protected the privacy of
envel opes, allowing recipients to detect tanpering with the
envel ope.

Today, el ectronic eavesdroppi ng nethods all ow | aw
enforcenent officers to invade that zone of total privacy.
Many of the nethods used are alternatives to wretaps that
are not defeated by the use of encryption, including®

 inproved call-tracing nethods;

e surveillance with infrared scanners;

 aerial surveillance;

* buggi ng;

« filters that pick certain voices® or keywords out

of the babble of telecommunications traffic, fornerly

precl uded by the sheer volune of calls;?®

 supersensitive satellite photography that lets the
police peer into our w ndows;>®®

« vast electronic databases;

» plaintext readers such as Tenpest, which let police
read the text appearing on conputer screens through
cl osed doors and walls; and

» laser light beans that allow conversations to be
deduced from the vibrations of a w ndowpane.
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I nternet transactions such as credit card purchases, e-
mai |, and clickstream data provide a wealth of new ways
for |aw enforcenent authorities to enploy electronic sur-
vei |l | ance net hods.

As a result, the balance of power is tipping away
fromindividual liberty in favor of |aw enforcenent.?®
Wretapping alone rigged the gane in favor of |aw enforce-
ment . Security technologies threaten a "Big Brother"
future of ommipresent tel ephone nonitoring. New encryption
technol ogy nerely lets privacy catch up with | aw enforce-
ment .

Most citizens of nost countries do not have the | uxu-
ry of trusting their governnents. \What does that nean for
encryption regulation? First, regulations enacted under
the assunption that we can trust |aw enforcenent and ot her
officials worldwm de and within the United States to do the
right thing can endanger our freedons and civil rights.
Second, for encryption regulations to work at all, they
must be enacted by every country. That means giving the
keys to humanity's private communications to tyrants, dis-
abling one of the nbst potent weapons agai nst oppression
ever devi sed.

Trends in Encryption Requlation

Wi | e sone aspects of the encryption regul atory regine
have been altered over the years, the goal of the people
in charge of meking encryption policy remains the same--to
ensure the creation of an infrastructure that guarantees
the governnent's ability to decode encrypted nessages--both
within the United States and abroad.s®

Export Controls until 1996: The 40-Bit Limt

Legi sl ators have | ong used export controls to keep
mlitary technol ogy out of the hands of enem es of the
United States. Because encryption has mlitary uses,
those also applied to encryption.®® Utimtely, regul ation
of encryption canme under the Arns Export Control Act of
1976 (AECA).® Under AECA, encryption was regul ated by the
State Departnent, pursuant to the International Traffic in
Arnms Regul ations (I TAR).% |ITAR classed encryption as a
"munition" on the US. nunitions |ist.

If the State Departnent exenpted an encryption product
fromthe nunitions list,® the product was then regul at ed
by the Comrerce Departnent as a "dual -use" product under
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the Export Adm nistration Act of 1979 (EAA). The EAA
spawned the Export Adm nistration Regulations (EAR). The
EAA expired in 1994, but the EAR have been continued by
executive orders of questionable validity declaring a per-
petual state of "emergency. "¢

As of late 1996, under |ITAR, encryption software that
used a key length of nore than 40 bits could be exported
only with the perm ssion of the National Security Agency.
Banks were allowed to use sone cryptography products
offering 56-bit protection. Export of up to 64-bit-Iong
products was permtted if the exporter ensured that gov-
ernnment coul d access the keys.

Recent Key Escrow and Key-Recovery lnitiatives

Regul ators offered to relax the export controls--if
the software designers would build encryption that gave
the governnent access to users' private keys. Each pro-
posal along those lines has failed mserably, only to be
replaced by another proposal with mainly cosnetic differ-
ences.® Recent |iberalization neasures, however, show that
the whole fabric of regulation is collapsing.

Clipper | and dipper Il. In 1993 |aw enforcenent
and national security agencies proposed "that cryptography
be made avail able and required which contains a '"trap
door' that would allow | aw enforcenent and national secu-
rity officials, under proper supervision, to decrypt enci-
phered conmmuni cations. "

Though that proposal was never enacted into |aw, the
sane year the adm nistration adopted the "dipper Chip" as
the federal governnent's encryption standard, hoping that
the governnent's purchasing power would be sufficient to
set a market standard for donmestic and international use.
Clipper is an 80-bit encryption algorithm designed by the
Nat i onal Security Agency. Law enforcenent could access
the plain text of any Cipper-enciphered communi cati ons,
because critical key information would be kept in "escrow'
with the Departnent of Commerce and the Treasury
Departnent.® The adm nistration proposed lifting export
controls on conpanies that use Cipper. To describe the
Clipper plan as unsal able would be a understatenent; the
proposal now hangs |ike an al batross around the adm ni s-
tration's neck

In 1995 the adm nistration substituted key escrow for
Clipper (dubbed Cipper 11). Under that proposal, strong
encryption technol ogy could be exported if exporters filed
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the key with governnment-certified escrow agencies. That
proposal, like the original Cipper, failed to attract
private-sector support.

Clipper 111, The Key Mnagenent Infrastructure. On
May 17, 1996, the Cinton adm nistration's |Interagency
Wor king Group on Cryptography® proposed the creation of a
"key managenent infrastructure" (KM). Under that plan,
trusted certification authorities would certify that a cer-
tain public key was really registered to a certain indi-
vi dual or corporation. But no one would be permtted to
participate in the KM unless he escrowed his key with a
trusted party (such as the certification authorities).:®
Encryption technol ogy could be exported as |long as the
keys were safely escrowed sonewhere, perhaps with a for-
ei gn governnment that had agreed to cooperate with the
United States.® That proposal, dubbed "Cipper I1I1,"
i mredi ately faced heavy opposition.™

On July 12, the Wite House released a statenent™
enphasi zing that individuals and busi nesses would need to
give their keys to a trusted third party, "as many people
do with their house keys," so they would have a spare key
in the event that their own key was lost.”? The adm ni s-
tration prom sed "tenporary" relief from export controls.™

At that tine, admnistration officials began to aban-
don the use of the very unpopular term "key escrow' and
began to use the term "key recovery" or "key nmanagenent"”

i nst ead.

Too Little, Too Late: Partial Relaxation of Export
Control s

In the fall of 1996 the Cinton adm nistration
announced that it would allow conpanies to export key
I engths of up to 56 bits under a general |icense, but only
if the conpanies agree to incorporate key escrow (now
dubbed "key recovery") features within two years. The
general export |icense would be valid for six nonths and
woul d be renewed if the conpany could show "progress in
devel oping a key-recovery plan."™ Vice President CGore
expl ai ned that exporters would be required to commt to
devel opi ng key-recovery features and to building the sup-
porting infrastructure for key recovery.

Initial approval wll be contingent on firns pro-
viding a plan for inplenmenting key recovery.
The plan will explain in detail the steps the

applicant wll take to devel op, produce, distrib-
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ute, and/or market encryption products with key-
recovery features.™

But by 1999, nothing stronger than 40 bits woul d be
exportabl e wi thout governnent-approved key-recovery fea-
tures.”™ The new policy applies to both hardware and soft-
war e products.

The plan al so noves jurisdiction over encryption from
the State Departnent to the Bureau of Export Adm nistra-
tion at the Commerce Departnent.’” For the two-year peri-
od, encryption stronger than 56 bits may, as before, be
exported only under special exenptions.”™ After the two-
year period, "no key length imts or algorithmrestric-
tions would apply to exported key-recovery products."™

The vice president described key recovery as a system
whereby "a trusted party (in sone cases internal to the
user's organi zation) would recover the user's confidential-
ity key for the user or for law enforcenent officials act-
i ng under proper authority. Access to keys would be pro-
vided in accordance with destination country policies and
bi | ateral understandi ngs. "®

Initially, the new policy (the 56-bit limt) seened
to be a strategic success for the admnistration, if only
because 11 mmjor corporations® agreed to participate in
devel opi ng key-recovery plans. That (grudging)8 support
enabl ed Secretary of Commerce M ckey Kantor to declare
victory:

The adm nistration's encryption plan is reason-
abl e, workable, fair and coherent. . . . The
proof that our plan will with the critical nass
of industry that has announced its intention to
work with the admnistration to devel op a key-
recovery system which will allow |aw enforce-
ment, under proper court order, to have access
to encrypted data.®

Support from that "critical mass of industry,” quickly
evaporated.® One inportant issue involved the definition
of key recovery. |If there was no difference between "key
recovery" and "key escrow," why had the adm nistration
abandoned the use of "escrow' in favor of "recovery"? The
change was to all appearances a deliberate obfuscation.
Eventually "officials . . . let it be known that there is
no real difference between key recovery and key escrow. "%

I ndustry representatives had thought that key recovery
woul d enabl e users to recover |ost keys w thout necessari-
ly requiring users to deposit their keys with third par-

13
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ties or allowng |aw enforcenent to access the plain text
(unencrypted text) of nmessages in real tine (as opposed to
the plain text of stored nessages).® There were other
substantial grounds for disagreenent as well.

Nevert hel ess, the adm nistrati on noved onward, releas-

ing new encryption regulations in interimform on Decenber
30, 1996, to take effect January 1, 1997.

The Current Requl atory Schene

The current regul ati ons cover technol ogy (information
that can be used to manufacture, use, or reconstruct
encryption products), encryption software, and software
designed to create or use encryption software. The rules
all ow the export of the object code of nmass narket prod-
ucts with 40-bit strength or less after a one-tinme seven-
day review. Products of up to 56-bit key length that do
not support key recovery nay be exported during the two-
year window if the manufacturer nakes a satisfactory com
mtnment to devel op key recovery. Key-recovery products
may al so be exported. Advance access to plaintext woul d
have to be given to a governnent-approved third party in
order for key-recovery products to gain approval. The
requi rement would apply to real-tinme conmuni cations as well
as stored data. Approved products could not be interoper-
able with products that did not offer key access.
Exporters would be required to submt detail ed business
pl ans and product designs for initial governnent scrutiny,
and undergo additional scrutiny every six nonths.?®
Encryption software that does not necessarily give users
the ability to encode the information in a docunent, such
as signature software and virus checkers, is also subject
to the new rules.

The rules do allow the export of source code or
obj ect code published in a book or other nedia.®® But the
interimregulations also state that "the adm nistration
continues to review whether and to what extent scannable
encryption source or object code in printed form should be
subject to the EAR and reserves the option to inpose
export controls on such software for national security and
foreign policy reasons. "®

Furthernore, the rules attenpt to control not only
the export of technology to a foreign country but its
reexport fromthat country. |If a technology contains any
anount of encryption technol ogy devel oped in the United
States--no anount is considered de mnims®--reexport is
subject to controls.®® While the operation of the de mn-
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ims rule is far_fron1c|ear, it seens to underm ne the
exenption for printed source code.

While the current rules, unlike ITAR restrict the
time the Conmmerce Departnent and its nultiple advisers
have to nake an initial |icensing decisions, there are
apparently no set tinme limts on the procedures for appeal
if the license is denied, except for a note that the pro-
cedure nust take a "reasonable tine."*? The Departnent of
Justice and the CI A have been added as review ng agencies
under the new schene.

The current rules, like ITAR control "technical
assi stance" to foreign nationals in using cryptography;?®
that al so underm nes the exenption for printed materials.
Also, with respect to encrpytion software, the rules do
not exenpt publicly avail able software, educational mteri-
als, or fundanental research.% The regul ations generally
exenpt teaching activities,® but not if undertaken with an
i nproper intent. Thus, like ITAR and for the sane rea-
sons, the rules restrict academ c researchers' communi ca-
tions with foreign coll eagues or students.

Septenber, 1998: A Sectoral Liberalization Proposal

On Septenber 16, 1998 the dinton adm nistration
announced an export control liberalization neasure for sone
users of encryption products. The new policy will permt
the export of up to 56-bit encryption after a one-tine
review. Export of products with unlimted bit length wll
be permtted to subsidiaries of U S. conpanies worl dw de,
except for those in Iran, Iraq, Libya, Syria, Sudan, North
Korea, and Cuba.® Products of unlimted bit Iength with
or without key recovery wll be permtted to online ner-
chants in 45 countries for client-server applications
(affecting, for exanple, Secure Socket Layer encryption),?
and to banks, health and nedi cal organizations, financial
conpani es, and insurance conpanies in those 45 countries.
Thi s exception does not include biochem cal/pharmaceuti cal
manuf acturers.® Exports of products that support key
recovery (or simlar features, such as Csco's "private
doorbel I " products)® wll be given a presunption of
approval for export to 42 countries. These approvals wll
be issued under |icense after a one-time review, prior
review of the identity of the foreign key recovery agent
is elimnated,' as is review of six-nonth key recovery
progress reports.* This liberalization proposal is a sign
that the wall of regulation is crunbling. The technol ogy
has been unl eashed, and the technology is w nning.
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Donestic Encryption Controls

U S citizens today enjoy the right to devel op, dis-
tribute, and use very strong encryption within the United
States. The admnistration has stated that "no restric-
tions apply to the U S. donestic use of cryptography, and
the Adm nistration has no plan to seek restrictions. "

But sone | awmakers, and FBI director Louis Freeh have
proposed requiring key recovery within the United States,
that is, outlawi ng the donestic use of encryption that
does not support key recovery.® Freeh argued that encryp-
tion

used in the United States or inported into the
United States for use [should] include a feature
which would allow for the imredi ate, |awful
decryption of the conmunications or the el ectron-
ic information.

Thus pressure to outlaw nonescrow encryption within the
United States is likely to continue.

University of Chicago |aw professor R chard Epstein
has testified that the Fourth Amendnent would forbid
mandat ory donestic key escrow, as the anendnent is trig-
gered by any request for secret keys.!® Perhaps, then,
mandatory key recovery is out of the question for donestic
mar kets, particularly as it is articulately opposed by
Senate Majority Leader Trent Lott.:?

That | eaves the governnment with the option of pursu-
ing "voluntary" key recovery. But the key-recovery
schenmes the current adm nstration supports would be "vol un-
tary" in nanme only, as discussed below in the section on
the future of encryption |egislation.?®

"Bal ance" and Conproni se

Adm nistration officials often respond to crtics of
encryption export controls by calling for "balance." John
Hanre, Deputy Secretary of Defense, states that "the gov-
ernnment is searching for an approach that bal ances the
needs of individual privacy, public safety, business and
national security. Al are inportant. " Certainly, one
woul d not want to appear to advocate an unbal anced
approach. The encryption debate is about where the bal-
ance should be struck. The franmers of the U. S.
Consitution decided that, on blance, the power of the fed-
eral governnment to regulate comrunications (free speech and
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the press) should be very limted. Likew se, the Fourth
Amendnment mani fests the view that the police have a right
to search through our papers to look for incrimnating
nmessages after they have obtained a warrant--but not a
power to forbid us to encrypt our nessages. The view that
encryption technol gy should be freed from export controls
and key-recovery mandates naintains that constitutional

bal ance.

Regul ators urge software and hardware firns to cater
to demands for "bal ance"” by offering features to aid | aw
enforcenent.® Sonetinmes, however, no new features are
necessary to provide authorities with the access they
request. One exanple is the "private doorbell™ or
Cl ear Zone proposal, proferred by C sco Systens and joi ned
by 12 of the nation's |argest technology firnms asking for
cl earance to export simlar products.t Cl earZone provides
network encryption only, that is, the product does not
encrypt information noving through your nodem or through
your Local Area Network. Once it reaches your Internet
Service Provider's router, it is encrypted using triple-DES
before being sent on its way across the Internet. Should
an FBlI agent want to see the plaintext of the nessage, he
hands your ISP's system adm nistrator a warrant. The
admnistrator flips a "network control switch" that lets
the agent see everything you do through a tenporary
"dynam c access point" before it is encrypted by the
routers.*? O course, you could still use PGP to encrypt
the nessage before it reaches the routers, but this would
not be Cisco's responsibility.

Clearly, however, C earZone cannot and was not i ntend-
ed to mark the end of the struggle to free encryption
technol ogy for export. Export of network encryption

» offers no relief for the sale of point-to-point
encryption products |like PGP, which encrypt nessages
on the user's conputer, and

e offers no relief for the sale of real-tine encryp-
tion products, which encrypt your files as you work
on them?

And the use of network encryption alone requires the
user to trust a third party, the ISP, to secure his priva-
cy. However, there is no reason that routers enabled to
provi de encryption should not be freely exported.
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The Effect and Efficacy of Export Controls

Export controls have hurt software devel opers wthin
the United States, who are barred from selling strong
encryption technology in markets worldw de. Wile recent
reforns do open sone markets to U S. encryption devel op-
ers, the inpact will continue in those market segnents
t hat have not been freed. Supporters of continued con-
trols urge that this cost is balanced by benefits to | aw
enforcenment. This section shows that wherever they re-
mai n, export controls hurt national security nore than
t hey hel p.

Unilateral or Universal Controls?

In 1982, a mmjor study of national security interests
in controlling information about technol ogy noted that
export controls hel ped nore than they hurt only when the
United States is the only source of information about the
technol ogy, or other friendly nations that could al so be
the source have control systens as secure as ours."'** NMany
Anmerican officials acknow edge the essential truth of
this. s

This necessary condition for the success of export
controls does not hold for encryption. A bare handful of
countries, nostly undenocratic ones such as Bel arus, China,
Paki stan, and Russia, inpose donestic controls on the use
of encryption. France and the United Kingdom can expect
pressure to lift their policy of supporting key access to
conformwth the policy of the European Union.® Wile
menbers of the European Union do license the export of
cryptography, they have strongly resisted enforcing those
controls as strictly as the United States!’--opposing, for
exanpl e, the requirenent that exported products support key
escrow. *®* Many countries do not and are not expected to
have export controls. The vast mpjority of countries
of fer safe havens for the manufacture, use, and distribu-
tion of encryption and are expected to continue to do so.

The dinton adm nistration has |obbied hard before the
Organi zation for Econom c Cooperation and Devel opnent,
sendi ng police rather than econom sts as U S. representa-
tives to ensure that there will be no safe havens. The
adm ni stration has appointed a roving "crypto czar," David
Aaron, to visit foreign governnents and argue in favor of
uni versal controls on encryption.

These ventures have net with limted success only in
the United Kingdom?* Canada, and Japan.!* The OECD
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rejected the United States' plans to establish universal
mandatory key escrow, as has the Australian Wal sh Report.
The European Comm ssion's Directorate-Ceneral, responsible
for developing information policy for the European Union,
recogni zes that

restricting the use of encryption could well pre-
vent | aw abi di ng conpanies and citizens from pro-
tecting thensel ves against crimnal attacks. It

woul d not however prevent totally crimnals from
usi ng these technol ogi es. *

The comm ssion therefore believes that regul ation and pro-
visions for |aw enforcenent access should be m nimal

Detl ef Eckert, chief adviser on encryption policy at the
Eur opean Conmi ssion, has said that "encryption technol ogi es
should be allowed to enmerge in the marketplace. They
shoul d not be regulated, as the United States govenrnent
has suggested."?* Oddly, Vice President Gore reportedly is
unawar e of these devel opnents, perceiving the adm nistra-
tion's position to be a widely acceptable conprom se.

G ven these trends, universal controls wll never be
adopted. Certainly, no w despread regulatory reginme wll
be adopted within the next five to ten years--anple tine
for software devel opers working in the United States to
| ose their conpetitive edge--in any encryption market they
have not been permtted to tap. The follow ng sections
t herefore describe the inpact of export controls, assum ng
that many or nost countries wll not adopt simlar con-
trols.

The Burden of Export Controls to Individual Conpanies

Export controls inpose substantial costs on devel opers
of software or hardware attenpting to sell their products
in foreign markets, including the the cost in noney and
time of submtting to review Even within the United
States, conpanies nmay require a license to rel ease encryp-
tion products to their own enpl oyees who happen to be for-
eign nationals.*? Products still face review not only by
the Bureau of Export Adm nistration but also by the
Departnent of Justice, the National Security Agency, and
the FBI;* the FBI is reportedly causing delays fromone to
six weeks in licensing reviews.

Product designers are always uncertain which al go-
rithms will be approved. In the future, encryption pro-
grans mght be so entirely integrated within applications
that al nost every item of software and hardware woul d
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becone an "encryption product” subjected to review. In
the future, automatic programm ng systens m ght use very
general instructions to create encryption prograns, though
it would difficult to distinguish these instructions from
ordi nary speech.?®

The Comrerce departnent nust review not only whether
an encryption product supports key recovery or only offers
"weak" crypto, but al so ensure key-recovery features cannot
be disabled or bit |length expanded. Netscape, for exam
ple, sells "crippled" versions of its browsers to overseas
custonmers (56-bit instead of 128-bit). But renoving the
limts is pitifully sinple. Open the browser with a text
editor such as BBEdit or Emacs. Search for "SSL2-RC4-128-
EXPORT40-W TH MD5," to find a table that | ooks like this:

Export policy

Sof t war e- Ver si on: Mozi |l | a/ 4. OP3

PKCS12- DES- EDES: fal se

PKCS12- DES- 56: fal se

PKCS12- RC2- 40: true

SSL2- RC4-128- W TH- MD5: fal se

SSL2- RC2-128- CBC- W TH- MD5: fal se

SSL2- DES- 168- EDE3- CBC- W TH- MD5: fal se

SSL2- RC4A- 128- EXPORT40- CBC- W TH- MD5: true

SSL3- FORTEZZA- DV5- W TH- RC4- 128- SHA: fal se

SSL3- RSA- W TH- RC4- 128- MD5: condi ti onal

SSL3- RSA- W TH RC2- CBC- 40- MD5: true
To enable strong encryption, sinply change all the "false"
and "conditional" lines to "true." An Australian product
called Fortify does just that.* Commerce reviewers wll
catch few of these features, but will add endl ess del ays

and expense while they try.

Export controls also add to product distribution
costs. The controls prevented Netscape from using the
Internet to distribute the "strong crypto” version of its
browser to foreign citizens.* Conpanies want the freedom
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to distribute beta versions of their product over the Net,
so that bugs can be fixed before comercial distribution.

In fast-noving technol ogy markets, these costs, which

need not be incurred by foreign conpetitors, will prove
fatal to the success of many new product ventures.

Export Control's |Inpact on Donestic Security

Export controls make the use of strong encryption
technology in donestic markets less likely.*® This wll

prove costly by making donestic communications |ess secure.

Because the recent sectoral reforns primarily benefit a
few | arge-scal e corporate users, mass-narket products for
the use of individuals will continue to stagnate. Export
controls force donmestic encryption producers to design one
product for the unrestricted donestic market and anot her
for export--or forgo serving one of the two markets. The
cost of research and devel opnent can precl ude devel opi ng
two versions of a product. Because about half of sales of
U S information technol ogy products are to foreign cus-
toners, ' vendors often choose to serve only the foreign
mar ket, which results in a product of limted bit |ength.

Export controls make it nore likely that weak encryp-
tion will be widely used donestically even if a strong
version is available. Because of export controls, the
strong version of Netscape, which offers 128 bit crypto,
cannot be sold over the Internet. It is only sold in
shri nkw apped packages in stores. Because the weaker
exportable version is available free over the Internet,
this version is nore widely used even within the United
St at es. =

Finally, export controls delay the w despread depl oy-
ment of encryption in both donmestic and international mar-
kets by creating a climate of uncertainty.* The National
Research Council found that worldw de renoval of all con-
trols on the export and inport of encryption products
woul d result in nore rapid standardi zation of those prod-
ucts, and nore w despread use. ¢

The w despread use of strong encryption would bring
gains in network security that should not be overl ooked in
t he debate about national security.® Law enforcenent
interests naturally think of thenselves as the nation's
first line of defense against espionage and terrorism but
today's conputer networks are highly decentralized. Since
the hardware and software are in the hands of nyriad users
subject to attack from many different network access

21
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points, security should be decentralized as well. The FB
and the NSA do little to guard the private sector against
conputer viruses; the private sector uses software to pro-
tect itself. Wdespread use of strong encryption wll be
the nation's first line of defense against terrorists and
crimnals, just as a lock on the door is the first line of
def ense against theft. Federal |aw enforcenment will pro-
vi de essential backup.

Because of these effects, the greater nmass of harm

| ess communi cations within the United States wll be vul-
nerable. At the same tine, strong encryption wthout key-
recovery features will continue to be available to crim-

nals and terrorists.

The Futility of Export Controls

Export controls can be used to stop hard-to-transport
itens like mssiles or mlitary planes from |l eaving the
country. But they cannot stop the spread of a few |lines
of of code (an encryption program can be contained in as
few as three lines), technology that can be transported
i nst ant aneously over phone lines at alnost no cost. Nor
can they stop the novenent of capital abroad to software
devel opers located in other countries.

The I nexorable G owh of Foreign Conpetitors. The
costs of export controls give conpanies located in |ess
restrictive foreign countries a strong advantage.'® Thawe
Consulting, Inc. of South Africa makes Internet software
offering 128 bit encryption and distributes it over the
Internet, advertising that its technology is not restricted
by export controls.

A wi de range of encryption products nmade by at | east
440 foreign conpanies are already available in internation-
al markets, sone distributed over the Internet.* As of
this witing, alnbst 656 such products are comercially
manuf act ured, and many of these products offer stronger
encryption than can legally be exported fromthe United
States. \Wiile it has been clainmed (but not proven) that
sonme of these products are of inferior quality,® there is
no i nherent reason that they should be or would |ong
remai n so.

The evol vi ng busi ness nodel uses the Internet to sup-
ply strong encryption using Secure Socket Layer (SSL)
proxy servers. Custoners may be |leery of products dis-
tributed over the Internet from an unknown source, but the
list of reputable "brand nane" products is grow ng.
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Encryption using products |ike SSLeay, SSL source code
available free froma web site in Australia, enables the
creation of strong encryption products from weaker prod-
ucts. Stronghold, a UK product, conbines SSLeay with
Apache, a |eading Wb server in the public domain, to cre-
ate a 128 bit Wb server. Oher products that use the SSL
i ncl ude Zeus, SafePassage (both fromthe UK), Oyster
(Australia), Brokat (Germany), R3 (Switzerland), Baltinore
(lreland), Data Fellow (Finland), and FICS (Bel giun).
These vendors fill a gap in the market left by Internet
browsers crippled by U S. export controls. The narket for
nmessagi ng systens is noving in the sane direction, as
security protocols (S/MME) are published using w dely
avai |l abl e source code and al gorithns.

The inpact of the 40 bit limt is illustrated by a
case involving Netscape. A large corporation in Germany
consi dered using Netscape's 128 bit key software to estab-
lish a sophisticated national health-care data network
based on "smart cards." Netscape, however, could not pro-
vide the software because of export controls. So the
Cerman governnent had a German conpany build the software
fromscratch. "This not only neans a loss of a sale to
Net scape. It also neans that a new conpetitor has been
created where one did not exist before."'* The new sectora
refornms nmean that this problem may not occur again with
health care, but instead with biochem cal or pharnaceuti cal
manuf act uri ng.

Donmesti c conpani es generally cooperate with | aw
enforcenment authorities when they face difficulties with
decodi ng encrypted nessages. The next generation of
advanced encryption technology for e-nmail or real-tinme com
muni cations is unlikely to be devel oped within the United
States. U S. law enforcenent authorities are unlikely to
find cryptographers based in India, Israel, or South
Africa helpful in solving difficult encryption problens.

The Movenent of Talent, Jobs, and Capital Abroad. As
| ong as export controls are maintained, jobs, capital, and
profits will leave the United States as technol ogy conpa-
nies set up operations el sewhere.

Under | TAR, the transfer of technol ogy abroad coul d
be acconplished by licensing; the ower of a U S. encryp-
tion invention could license the right to have it built in
a foreign safe haven--and then inport it into the United
States. RSA, for exanple, created subsidiaries in the
Peopl e's Republic of China and in Japan to do joint
research on encryption software. The Japanese subsidiary
reverse engineered RSA's U S. product, so RSA did not vio-
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| ate any export rules.* Export controls |ikew se have not
st opped a foreign conpany from buying control of a U S.
conpany that produces encryption technol ogy.

The new regul ations attenpt to control this type of
activity by rigorously controlling "reexport” of U S. tech-
nol ogy--a nove guaranteed to make capital that would have
gone to U S. conpanies flow abroad. Sun M crosystens thus
bought 10 percent of a Russian supplier to sell encryption
software to overseas custoners.

Devel opers who use this tactic wll face pressure
from the government--such as the threat of the |oss of
governnment contracts--to abandon their oversease efforts.
That sinply neans, however, that the next generation of
encryption products devel oped abroad will not involve any
technol ogy developed in the United States. U S. conpanies
and investors will nove all their devel opnent and capita
abroad. While Mcrosoft is unlikely to abandon its exten-
sive operations in Washington state for parts unknown, the
next M crosoft or Netscape will sinply never start up
donesti c operations.

How Code Moves across Borders. Strong encryption
developed in this country can easily be snuggl ed abroad.
All it takes is a public telephone Iine and a conputer
nodem a disk tucked into a suitcase (legal, under the
personal use exenption), ! or soneone posting the product
anonynously on the Internet, as was PGP.

The recent (legal) export of PGP speaks eloquently to
the futility of controls. A book containing the source
code for PGP was nmailed to Norway by a venturesone cypher-
punk. *® Norwegi an vol unteers scanned the pages contai ning
the code into conputers and soon after the book's arrival
had conpiled a working copy of PGP software, which these
Vi ki ngs of the cyberseas pronptly posted on the Internet.®°

One supporter of continued controls argues that snug-
gl ers can nove good over the border by driving out into
the desert and crossing in the mddle of the w | derness,
but nost choose instead to stick to the road and risk
goi ng through the check point, assum ng that the snuggl ed
goods would not be found in a search. That anal ogy does
not work for applied to encryption. Unlike driving out
into the mddle of the desert, obtaining and using bootl eg
encryption will cost the crimnal no nore effort than a
click of the nouse button on the Internet.
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Even in a world where nost or all countries outl awed
nonescrow encryption, any progranmer could create an effec-
tive encryption program using information published in aca-
dem c journals that publish articles on the algorithns
used in cryptography.®*t Books such as the readily avail-
able classic Applied Crytography reprint the source code
for existing encryption prograns; a conpetent programer
could create his own program by typing this source code
into a conputer. In a statenent seconded by many ot her
authorities, Nathan M/hrvold of Mcrosoft testified that

any conpetent progranmer, including thousands of
young "hackers," could easily wite software or
use off-the-shelf, |aw cost personal conputers to
i npose encryption on digital data, including dig-
ital voice transmssion. The fact that it is so
easy to defeat the system neans that organi zed
crime or anyone seriously intent on escaping the
FBI's scrutiny would be able to do so. 2

Crimnals could hide their use of nonescrow encryption
by using nmultiple encryption. The outer encryption |ayer
woul d use key escrow, to avert suspicion. The inner |ayer
woul d not .

The National Research Council |ists several other eva-
si on techni ques, including

e the use of data formats other than ASCI |

» the use of an obscure plaintext |anguage, such as
Navaj o; and

* the use of steganography, the art of hiding one

message within another nessage or a picture (such as
a bl ack and white photograph).

VWat's Left for Law Enforcenent?

To sunmarize, the benefits of export controls to |aw
enforcenent are greatly eroded by

* weaker donestic and international security because
of the effect of export controls on the availability
and cost of strong encryption,

» the takeover of encryption innovation by foreign
conpetitors unlikely to cooperate with police in the
United States, and
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» the ease of evading export controls and key-recov-
ery nmechani sns.

Supporters of export controls have responded weakly to
t hese objections. They explain that they do not want
access to all nessage traffic. Rather, they hope to
intercept crimnal's comunications with innocent parties:

It is worth noting that we have never contended
that a key escrow regine, whether voluntarily or
mandatorily inplenmented, would prevent all crim-
nal s from obtai ni ng non-key escrowed encryption
products. But even crimnals need to communi cate
with others nationally and internationally,

i ncluding not just their crimnal confederates
but also legitimte organization such as banks.

Terrorists are unlikely, however, to provide their bankers
with details of their nefarious plans. And |aw enforce-
ment would usually be able to depend on the cooperation of
the innocent party, or on subpoena of their records.

Conpared to security losses due to export controls,
the gains to | aw enforcenent seem specul ative at best,
hardly a sound basis for eroding citizens' privacy and
forcing sectors of the United States software industry
abr oad.

A Closer Look at Key Recovery

Restrictions on the export of encryption software are
but one aspect of the regulatory regine for encryption
technol ogy. The other side of the coin is that the export
of encryption that does incorporate approved "key-recovery"
features will be permtted to 42 countries after one-tine
review. The follow ng section explores the costs and ben-
efits of such governnent-prescribed key recovery.

The Linmted Private-Sector Need for Key Recovery

The admi nistration argues that end users need a "key
managenent infrastructure” in case they need access to an
extra copy of their own keys. "Keys can be |ost, stolen
or forgotten--rendering encrypted data usel ess. " Con-
veniently, the end user's "desire for data recovery and
| aw enforcenent's potential need for access can be accom
nodated in a single locale, so long as the user trusts the
key storage and | aw enforcenent has confidentiality of
access. "1
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Private-sector conputer users mght choose to keep a
copy of their keys to retrieve stored data in encrypted
form But they have no need to save the copies of keys
used to encrypt real-tine communi cations or many one-tinme
comruni cat i ons:

There is little if any comrercial demand for a
key-recovery function in real-tinme comunica-
tions. The reason is sinple: if the comrunica-
tion is unsuccessful then it is sinply tried
again until the transfer of information is suc-
cessfully conpl et ed. *7

I f a business sends a docunent that is to be decrypted at
its final destination, there is no need to keep the key.

By contrast, |aw enforcenent interests demand key-
recovery systens that will give them access to al
encrypted communi cations in real tine. Louis Freeh,
director of the FBI, admts that business does not need
real -time key recovery when he says, "law enforcenent has
a unique public safety requirenent in the area of perish-
abl e conmuni cations which are in transit (tel ephone calls,
e-mails, etc.). It is law enforcenent, not corporations,
that has a need for tinely decryption of comrunications in
transit. "

The private-sector user of key recovery for stored
communi cations wll hardly be anxious to turn his key over
to a third party. The third party would have to observe
el aborate procedures to ensure that the entity was really
entitled to recover the key. The storage of vast quanti-
ties of secret key information by any private or govern-
ment "key-recovery" centers would create a substantia
security risk. The centers woul d becone targets for hack-
ers, spies, and infiltrating foreign agents.* This secu-
rity risk raises a tangle of liability issues--the key-
recovery agent nust either be insulated fromliability if
the keys are exposed, or else would have no incentive to
informthe custonmer of the breach of security.

Clearly, the sinplest way for a user to have easy
access to an extra copy of his key is to store an extra
copy sonewhere on his own prem ses, in a safe deposit box,
wi th anot her agent of his enployer, or, perhaps, when he
chooses, with a third party. This |ogical option, known
as "self-escrow," is exactly what | aw enforcenent does not
want, for "in those cases in which an individual or corpo-
ration serves as its own certificate authority, governnent
organi zati ons could be conpelled to request escrowed key
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fromthe subject of an investigation. The investigation
coul d be conprom sed under such circunstances. "

In short, key-recovery nmechanisns that ensure |law
enforcenent access to the plain text of comrunications in
real tinme would be counterproductive for the private sec-
tor. !

The Inplausibility of Proposals for Key-Recovery
| nfrastructure

Evidence is nounting that a w dely usable key access
infrastructure that would allow |l aw enforcenent officers to
have access to encrypted communi cati ons cannot be created.
A recent report by a group of cryptographers and conputer
scientists concludes that key recovery will be too expen-
sive and cunbersone for many uses and users:

Al'l key-recovery systens require the existence of
a highly sensitive and highly-avail abl e secret
key or collection of keys that nust be nain-
tained in a secure manner over an extended tine
period. The systens nust nake decryption infor-
mati on qui ckly accessible to | aw enforcenent
agencies wthout notice to the key owners.

These basic requirenent nake the problem of gen-
eral key recovery difficult and expensive--and
potentially too insecure and too costly for many
applications and many users.

The National Institute of Standards and Technol ogy
committee in charge of designing a federal standard for
key recovery failed to conplete their task because they
encountered "significant technical problens."*% The pri-
vate sector has not yet developed the infrastructure the
partial relaxation of export controls was intended to
spur . 4

The first obstacle is devel opi ng a nmass-mar ket product
that supports key recovery, particularly for real-tinme com
muni cations. The Business Software Alliance notes that
this mght not be possible at all:

Some in government seem intent on arguing that
because a few products can technically perform
key recovery for communications it should be a
W despread requirenent. To the contrary, our
menbers have seen nothing to suggest that any
product devel oped to date can work on a nass
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mar ket scale or that there is significant comer-
cial demand for such products.

One difficulty would be the sheer volune of keys that
the networks will generate. Janes Barksdal e of Netscape
has testified that

in a few short years, there wll be nearly 200
mllion people connected to each other over the
Internet. Each of these people is likely to use

dozens, if not hundreds, of separate keys in the
course or a nonth of transm ssion. The sheer
vol unme, speed and breadth of Internet comuni ca-
tions daily may soon outstrip nost any anmount of
manpower available to decrypt (with the escrow
key) a single communi cati on between suspects. %

Associated with this first problemis a second, which
is surnmounting the difficulties of providing key-recovery
mechani snms will be prohibitively expensive, particularly
for real-time communications. CGeorge Spix of Mcrosoft
estimates that the charge for devel oping any kind of key
managenent infrastructure would run in excess of $5 bil-
[ion per year (assumng 100 mllion users at an assuned
cost of $50 per year, an optimstic 1/10th the per-key
cost of the current escrow system used by the governnent
for its Fortezza security product); sone estinmates run as
high as $100 billion a year.'* Though sone estimtes are
as low as $5-10 mllion, this seens unlikely in light of
the technical problens involved.

Legislative efforts to use indirect econom c pressures
to urge the market towards governnent-approved key-recovery
mechani snms are unlikely to work for the majority of users;
non- key-recovery technology wll be substantially cheaper
In the absence of key-recovery nandates, electronic busi-
nesses catering to the mass market will sinply provide
security features wi thout charge to the custonmer, just as
busi nesses today do not charge for |ocking their doors.

Anot her problem linked to the technical difficulties
of giving | aw enforcenent access, particularly to real-tine
comuni cations, is the delay factor. Electronic commerce is
ready to proceed now. But no mass-nmarket key-recovery
infrastructure is now in place, and none can be expected
for several years. By the tine the technical difficulties
have been surnounted and third-party key-recovery agents
devel oped, non-key-recovery technology wll have prolifer-
ated worl dwi de--as indeed PGP already has. Underscoring
the expense and technical difficulties of developing a
wor ki ng key escrow systemis the reluctance of police
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forces to use "escrowed" encryption products such as
radi os in patrol cars:

[ The escrowed products] are nore costly and |ess
efficient than non-escrowed products. There can
be long gaps in reception due to the escrow fea-
tures--sonetinmes as long as a ten second pause.
Qur own police do not use recoverable encryption
products; they buy the sane non-escrowabl e prod-
ucts used by their counterparts in Europe and
Japan. ¢

This sane nmeno notes that some governnment agencies are
expected to reject key recovery because of fears of espi-
onage by foreign governnents. And the NSA itself has
recently released a report outlining the security dangers
of key-recovery products.

The Dangers of Governnent Abuse

In 1930, the Weimar Republic stored the results of a
survey of German citizens on conputer punch cards, the
ancestors of the floppy disk. Wien the Nazis took power,
they used this information to track down and elimnate
mnorities.™ The Nazis did this again when they invaded
Rumani a, using the records of inhabitant's religion and
addresses taken during a census to track down Jews and
take themto concentration canps. The lesson is a sinple
one; powers innocently given to the governnent in good
faith can be used to do terrible things.

The U.S. Governnent. In this country, the Fourth
Amendnent to the Constitution protects us from overzeal ous
police action. The Fourth Amendnent declares that "the
right of the people in their persons, houses, papers and
ef fects agai nst unreasonabl e searches and sei zures shal

not be violated and no warrants shall issue, but upon
probabl e cause.” Any encryption regulation is subject to
this requirenent. Hi storically, however, the requirenent

that investigators obtain a warrant before initiating a
search has been di sregarded, circunvented, or grossly
abused for political purposes.

The Fourth Amendnent did not stop FBI surveill ance of
Martin Luther King, Jr.' or fromcollecting files on oppo-
nents of the Vietnam War.*2 Nor did it stop census data
from being used to round up and inter Japanese-Anericans
during the Second Wirld War.'®* And it could not stop
Ni xon's use of IRS files and unauthorized surveillance to
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target political opponents, including WIlliam Safire and
Joseph Kraft.

Evasi on of the Fourth Amendnent has often threatened
our civil liberties. Hi gh-ranking governnent officials
have declared that even if evidence garnered fromill egal
W retaps cannot be used in court, the evidence gathered by
t hat nmeans can be so valuable for intelligence purposes
that illegal wiretaps should still be used.* Even seem
ingly legitimte sources of data such as census and tax
records have substantial potential for abuse; such inforna-
tion infrastructure should not be permtted to grow fur-

t her.

In the last analysis, it is dangerous to permt the
governnent to dictate an infrastructure and industry stan-
dards that could allow | aw enforcenent to invade our pri-
vacy alnost at will, should the political w nds shift.

Espi onage by Foreign Governnents. Many foreign gov-
ernnents, including those of "friendly" countries |ike
Japan, France, and Britain, are engaged in espionage.'®
The FBI views econom c espionage by foreign intelligence
services as "a significant threat to U S. national securi-
ty."*” The danger of governnent abuse is nade nore acute
by the participation of foreign governnments in key-recovery
infrastructure. |If the United States wants other coun-
tries to give its law enforcenent officers access to keys
to aid U S authorities in enforcing U S. |aws, other
countries will expect the United States to turn over keys
to aid themin enforcement of their |aws.

The United States may find that it has commtted to
participate in an infrastructure than entails grievous
human rights violation. [If, for exanple, a human rights
wor ker has escrowed a key in the U S but violates a for-
eign | aw agai nst sedition by reporting what the foreign
governnment is up to, nust the U S. escrow agent turn over
the key to the foreign governnment? And a U S. citizen
whose conmuni cations cross national boundaries wll get
little protection fromthe Fourth Amendnent. There would
be little to stop foreign agencies from manufacturing
excuses to obtain keys escrowed in the United States in
order to conduct governnent-sponsored espionage.

Even if every governnent agrees that the police can
only access keys with a warrant based on probabl e cause
that a crinme was commtted, this provides no protection
from governnents that have no conpunction about turning
any harm ess act into a crine.
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The Future of Encryption Leqgislation

A nunber of bills have been proposed to reformthe
rules for exporting encryption technology. The Security
and Freedom Through Encryption (SAFE) Act, (H R 695),

i ntroduced by Rep. Bob Goodlatte (R-Va.) and Rep. Zoe
Lofgren (D CA), ' has won substantial support in the House.
The Secure Public Networks Act, (S. 909), represents

anot her type of bill, purporting to protect the right to
use non-key-recovery products while tilting the economc
incentives in favor of participation in governnent-certi-
fied key-recovery systens, and nmaintaining a strict regine
of export controls. Justin Matlick's report, "U S
Encryption Policy: A Free-Market Priner," contains an
excel l ent analysis of these bills.® The nost recent bill
as of this witing is the Encryption Protection the Rights
of Individuals from Violation and Abuse in Cyberspace (E-
PRI VACY Act, (S. 6027).* |nportant features conmon to one
or nore of these bills are discussed bel ow

Al l owi ng Export of W©Mass-Market Encryption

SAFE and several other neasures, including the E-PRI-
VACY Act, are intended to liberalize export controls by
all owi ng the export of encryption technology in the public
domain or is generally available. This would be a step
forward, but only a tiny step.

VWiile at least the "public availability" test avoids
t he hopel ess problemof trying to limt key lengths, it
| eaves devel opers of cutting edge technol ogy, particularly
academ cs engaged in research, out in the cold. O would
we have the other side of the coin--any technol ogy could
be exported nerely by being posted to the Internet and
t hus beconme "public" with the flick of a few keys?
Def i ni ng export-able technology by reference to its public
availability is circular.

The E-PRIVACY Act would allow the unlicensed export
of encryption that provides conparable security to a prod-
uct that is or will be available outside the United States
froma foreign supplier. Again, the intent is |audable.
But as with "generally available," just what products
woul d be "conparable" or "avail able” from foreign suppliers
is open to question. The E-PRIVACY Act refers the ques-
tion to a "Encryption Export Advisory Board," a bureau-
cratic solution probably worse than no solution at all.
Al so, the provision doonms U S. developers to follow for-
eign developers in innovation and market devel opnent.
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Finally, the E-PRIVACY Act falls short in continuing
to require encryption exporters to submt products to the
Department of Commerce for review

Prohi bitions on Mandatory Key Escrow

Vice President Gore has asserted that "donmestic use
of key recovery wll be voluntary, and any Anmerican w ||
remain free to use any encryption system donestically. "2
A nunber of bills would prohibit "mandatory" key escrow.
But nost woul d not expressly preclude mandatory "voluntary”
key escrow i ntroduced by substantial armtw sting, includ-

i ng

e requiring recipients of federal subsidies to devel op
and use key escrow,

e requiring certification authorities to escrow keys,
and

« federal intervention in standard-setting processes.

For exanple, the dinton admnistration's Cipper I
proposal stipulated that no one would be permtted to par-
ticipate in the Key Managenent Infrastructure (KM ) unless
he escrowed their key with a trusted party such as the
Certification Authorities.*® The report still described
key escrow under those circunstances as "voluntary,"
al t hough attenpts to use encryption outside the KM would
be stymed without the aid of certification authorities to
hel p users determne with whomthey are dealing on the
network. Key escrow, the report clained, would occur
"natural |l y" under these conditions.

A tightly regul ated key-recovery infrastructure that
exi sts only because of the exercise of governnment power is
hardly "voluntary." Governnment has many types of power,
and the exercise of this power in any form constrains and
di storts choices made by consuners and by the industry.

The E-PRIVACY bill addresses this issue by specifical-
Iy barring the federal governnent from using its purchas-
ing power or intervention with standard-setting to bl ock
the spread of non-escrow encryption. The bill also
requires the United States to purchase encryption products
that interoperate with non-escrow products.
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Tving Key Recovery to Digital Signatures or Certification
Aut horities

Many observers assert that the devel opnent of el ec-
tronic commerce will require trusted "certification author-
ities," third parties to a transaction that can certify to
custonmers that a certain public key or digital signature
is in fact that of a real business and not an electronic
i nposter. |If government action is required either to
establish certificate authorities or the validity of digi-
tal signatures, governnment standards for either could foist
key recovery on an unw lling market. Because the private
section wll and should lead the way in recognizing digi-
tal signatures and establishing certificate authorities,
however, any attenpt to |everage governnment invol venent
with certification or authentication into mandatory key
recovery wll fail.

First, there is no good reason for anyone's use of a
certificate authority to be tied to their wllingness to
escrow his or her secret keys. There is no sound reason
that a user's secret key should ever |eave his or her con-
trol.*® Supporters of mandatory key recovery once proposed
maki ng anyone's use of certification authorities contingent
on their willingness to escrow their key with a govern-
ment - approved agent.'® But certificate authorities are not
a desirable place for keys to be stored or generated.

Users should generate and store their own public and pri-
vate keys, not rely on a third party to do so. The third
party would have to transmt the key pair to the user,
exposing it to theft. And the third party would store the
keys, adding to risks of theft and fraud.

Because there is no need for governnent to be
involved in establishing certificate authorities, however,
the threat of tying certificate authorities to key escrow
has di m ni shed. Sone argue that legislation is needed to
protect certification authorities fromliability in the
event that soneone fraudulently obtains or uses a certifi-
cate of identity. But certification authorities could
[imt their liability by contract. The main obstacle to
this is that sone courts will not respect the parties’
freedomto contract to limt liability. So far, in any
event, theoretical threats of liability have not prevented
certificate authorities fromtaking off in the private
sector.

The private sector is leading the way. Certification
sinply requires a trusted third party such as a bank to
attest that a certain public key really belongs to a cer-
tain business or individual. Verisign, Inc., a spin-off
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of RSA, already provides such services, as does Thaw e,
the South African security product conpany.

Al so, note that many el ectronic transactions will not
require certification. Different business comunities
require different |levels and types of trust to proceed.
Busi nesses need not know the identity of their consuners;
they only need know that they will be paid. Anonynous
digital cash provides business with this assurance w t hout
certification. And sone digital cash is traceable by the
consuner who spends the cash (not anyone el se), protecting
t he consuner against fraud w thout certification.

The debate over the validity of digital signatures
m ght provide supporters of nandatory key escrow with
ot her opportunities to do mschief. The debate over the
validity of electronically comrunicated signatures is noth-
ing new, it raged in the 19th century over the validity of
tel etyped or telegraphed initials, was taken up again when
oral contracts began to be nmade by tel ephone, and still
| ater when the courts considered whether to accept faxed
si gnat ur es. In each case, ultimately, the electronically
comuni cated agreenents canme to be considered valid--the
courts considered the matter, and |let business custom | ead
the way. The private sector and then the courts can be
trusted to assess when digital signatures should be recog-
ni zed, just as they did with tel egraphs,®® tel ephones,
t el exes, *° faxes,® or photocopies of signatures,® or audio
recordings.' |In 1869, one court explained that a
t el egraphed contract was valid, saying:

It makes no difference whether that operator
wites the offer or the acceptance . . . with a
steel pen an inch long attached to an ordinary
penhol der, or whether his pen be a copper wire a
thousand mles long. In either case the thought
is communi cated to the paper by the use of the
finger resting upon the pen; nor does it make
any difference that in one case common record
ink is used, while in the other case a nore sub-
tle fluid, known as electricity, performs the
sanme office.®

As long as the technology is reliable, there is no reason
a court would not say the sane of digital signatures.
Thus it is doubtful whether |egislation such as S. 2107,

t he Governnent Paperwork Elimnation Act, which requires
agencies of the federal governnment to accept and all ows
themto establish standards for digital signatures, is
necessary.* |ndeed, the bill may be dangerously prena-
ture.
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Lessons of History: How Encryption Controls WII| Fail

Export controls and mandatory key recovery are dooned
to fail. The goal of |law enforcenent interests is an
extraordinarily anbitious one--to regulate an entire nedi um
or | anguage of conmunication sinply because a few nessages
anong mllions mght possibly result in a harm-harmthat
could be prevented by other neans. The closest historical
analogy is to Henry VIII's insistence on licensing the
printing press, on the grounds that some of the presses,
sone of the tinme, mght be used to print treasonous or
heretical matter.

In the wake of problens wth heresy, conprehensive
formal licensing of the press began in 1526 when the
Bi shop of London and the Archbi shop of Canterbury were
made the sole licensers of all books.* Faced with politi-
cal and religious dissension, in 1528, Henry VIII began to
regul ate the access of foreigners to the printing trade.
He issued a decree barring foreign printers from setting
up any new shops and from enploying nore than two alien
servants.® |n 1529, Henry VIII issued a list of banned
books.®® The Act of 1534 banned the sale of foreign books
in England, except by the King's Stationer.® |n 1538, the
ki ng announced a regular system of licensing to control
all printing, "for expellinge and avoydi nge the occasion
of errours and seditiouse opinions."? The Puritans noved
a secret press around England to produce religious tracts
in 1588 and 1589. 32

The |icensing system was perpetuated by later |aws
such as the Licensing Act of 1692. O this law, Trenchard
and Gordon protested that licensing of the press "subjects
all learning and true information to the arbitrary wll
and pleasure of a nercenary, and perhaps ignorant
licenser; destroys the properties of authors in their
copies; and sets up many nonopolies. "2 Exactly the sane
m ght be said of encryption regulations. Both encryption
controls and Henry VIII's press licensing restricted an
entire conmuni cations technol ogy, neutral in itself,
because a very few people mght use it to break the | aw

Today we recognize licensing of the press as a wholly
egitimate and oppressive regine. That is precisely how
ure generations wll | ook upon encryption export con-

ill
f ut
trol s.
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Concl usi on

As Peter Huber has pointed out, 1984 was a better

year than Orwell ever expected.? |Instead of "Big Brother"
surveillance, we have nyriad intelligent nodes, in their
sheer nunber and conplexity apparently resistant to cen-
tralized control. The future is not here yet, however. A
decentral i zed network could prove nore of an instrunment of
oppression than a centralized one, if the police establish
a presence at every node.

To the lawabiding citizen in a free and peacef ul
country, |law enforcenent officers are an essentially benign
force. To the |law enforcenment community, however, every-
one is a potential suspect. If this view drives the nmak-
ing of encryption policy, we will no |Ionger have a free
country. By then, it will be too late for the | aw abi di ng
citizen to renenber what citizens of China, Burma, and
ot her oppressive countries cannot forget. Law is not
al ways just, |law enforcenent officers can be as cruel and
arbitrary as other human bei ngs, and |egal guarantees of
privacy can nean little or nothing in the face of a gun.

This is why the battle over encryption standards and
infrastructure and protocols, the fabric of electronic com
merce, is critically inportant. Legal restraints on the
authority of the police such as the Fourth Amendnent are
i nportant, but they are not enough if the infrastructure
facilitates social control. "Conprom se" approaches to
problens for |aw enforcenent created by encryption and
conpressi on technol ogy, such as export controls coupled
with key escrow, err on the side of Big Brother.

But the export control policy is dooned, with or
wi thout a "key-recovery" option.

* Over today's instantaneous networks, regul ation of
encryption can be evaded al nost wi thout effort.

 Markets wll inexorably demand sinple, cheap, and
uni versal security solutions--but export controls and
key recovery make essential security technol ogy costly
and conpl i cat ed.

* Driving encryption innovation overseas and under-

ground will only nake the task of |aw enforcenent
har der .
VWhat will replace this policy? The nost |ikely possi-

bility is a world where strong encryption is freely avail-
abl e, inexpensive, and exportable. The technol ogy woul d
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converge towards a world-w de standard. Some users, prob-
ably large comrercial enterprises, would have sone kind of
key-recovery systemin place for stored data. Few indi-
vi dual users woul d.

VWhat does this nean for |aw enforcement? Wretapping
woul d becone | ess useful. Freeh presents this as a new
probl em saying that "police soon may be unabl e through
| egal process and with sufficient probably cause to con-
duct a resonable and | awful search or seizure, because
they cannot gain access to evidence being channel ed or
stored by crimnals, terrorist, and spies."? As a practi-
cal matter, police have always encountered difficulties
wi th encryption. Even informal codes such as street slang
can pose insurnmountable difficulties for the police.

Law enforcenent officers have nmany alternatives to
W retapping, including the use of bugs and infornmants.
Descranbl i ng technol ogy coul d advance to the point where
"unbr eakabl e" encryption becones breakable again. The
United States also could conduct its foreign policy with
the goal of lowering the risk of terrorismto the public.?2®

The alternative to a world where encryption is freely
available is a system of universal or alnost universal
controls. Every governnent would control the export and
perhaps inport of encryption technology, and insist on a
key-recovery framework for exportable technol ogy. QOppres-
sive regines anxious to control dissident activity would
enbrace these controls enthusiastically. Encryption tech-
nol ogy woul d be too conplicated and expensive for nost
users. Systens developed in different countries would not
work wel | together.

A gray market in non-escrow encryption products would
spring up, perhaps centered in the United States, where
export and inport controls would be successfully challenged
by academ cs urging respect for rights of free speech.

The non-escrow technol ogy would easily spread anonynously
across the Internet, posted to university networks and on
public conputers. Soon, anyone who wanted to bypass the
key-recovery infrastructure would be free to do so. The
vast majority of those who ignored the system especially
in this country, would never be caught or prosecuted.

W retappi ng woul d becone | ess useful, especially as |aw
enforcenent grappled wth a nyriad unstandardi zed doubl e
and triple-layered encryption techniques. Oher |aw
enforcenent techniques such as infiltration of terrorist or
crimnal groups would have to take its place. Descram
bl i ng technol ogy coul d advance.



Page 39

The future is comng, either way. The question
remaining i s how nuch tinme and noney bureaucrats wll
waste on our way there.
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